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Instead of Marketing Slides… J 

§ FireEye/Mandiant monitors about 300 APT groups over 
the world continuously 

–  They represent various TTPs (tools, techniques, and practices) 
and have various goals 

–  They have something in common – they are highly skilled and 
extremely difficult to detect 
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Poland and Eastern Europe are not “no-APT-islands”… 
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APT28 Key Findings 

§ APT28 targets insider information related to governments, 
militaries, and security organizations that would likely 
benefit the Russian government.  APT28 primarily targets 
Georgia, Eastern Europe, and           
European security organizations     
using skillfully engineered malware                 
which was created during normal              
working hours in Moscow. 
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APT28 Primary Targets 

GEORGIA EASTERN EUROPE SECURITY ORGANIZATIONS 

APT28 likely seeks to collect 
intelligence about Georgia’s 
security and political dynamics 
by targeting officials working for 
the Ministry of Internal Affairs 
and the Ministry of Defense. 

APT28 has demonstrated 
interest in Eastern European 
governments and security 
organizations.  
These victims would provide the 
Russian government with an 
ability to predict policymaker 
intentions and gauge its ability to 
influence public opinion. 

APT28 appeared to target 
individuals affiliated with 
European security organizations 
and global multilateral 
institutions.  
The Russian government has 
long cited European security 
organizations like NATO and the 
OSCE as existential threats, 
particularly during periods of 
increased tension in Europe. 
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Targeting: Caucasus Region Militaries and Media 

§ Georgian military 
§ Armenian military 
§ Kavkaz Center 

Targeting journalists could provide APT28 and its sponsors 
with a way to monitor public opinion, identify dissidents, spread 
disinformation, or facilitate further targeting 
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Targeting: Eastern Europe 

§ Ministry of Foreign Affairs in Southern EE infected 
§ Polish government targeted with CORESHELL 

–  MH17 lure 

§ Baltic Host exercises 
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Targeting: Eastern Europe 
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Targeting: European Security Organizations 

§ NATO 
§ OSCE 
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Targeting: Defense Attaches 

§ UK 
§ Turkey 
§ China 
§ Japan 
§ South Korea 
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§  Norwegian Army (Forsvaret) 
§  Government of Mexico 

§  Chilean Military 
§  Pakistani Navy 

§  U.S. Defense Contractors 

Targeting: Wide-ranging Interests 

§  European Embassy in Iraq 
§  Special Operations Forces 

Exhibition (SOFEX) in Jordan 
§  Defense Attaches in East Asia 

§  Asia-Pacific Economic Cooperation 
(APEC) 

§  Al-Wayi News Site 

Other probable APT28 targets that we have identified: 
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Lures 
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Lures, cont. 
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APT28 Malware Created in Russia? 

§ More than 50% of the malware samples with Portable 
Executable (PE) resources included Russian language 
settings 

–  significant portion of APT28 malware was compiled in a Russian 
language build environment consistently over the course of six 
years (2007 to 2013) 

–  over the time Russian language settings are being replaced by 
neutral or English language 
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Russian language in the code 

§ Locale and language identifiers associated with APT28 
malware 
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APT28 Malware Created in Russia? 

§ Compilation times 
–  Over 96% of the malware samples were compiled between 

Monday and Friday 
–  More than 89% were compiled between 8AM and 6PM in the 

UTC+3 / UTC+4 time zone, which parallels the working hours in 
Moscow and St. Petersburg 

–  These samples had compile dates ranging from mid-2007 to 
September 2014 
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When were developers working? 



20 Copyright ©  2014, FireEye, Inc.  All rights reserved.    

APT28 Malware Overview 

§ Malware compile times suggest that APT28 developers 
have consistently updated their tools over the last seven 
years. 

§ APT28 malware, in particular the family of modular 
backdoors that we call CHOPSTICK, indicates a formal 
code development environment 

–  Such an environment would almost certainly be required to track 
and define the various modules that can be included in the 
backdoor at compile time 
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APT28 Malware Overview, cont. 

§ APT28 tailors implants for specific victim environments. 
–  They steal data by configuring their implants to send data out of 

the network using for example a victim network’s mail server. 

§ Several of APT28’s malware samples contain counter- 
analysis capabilities 

–  runtime checks to identify an analysis environment 
–  obfuscated strings unpacked at runtime 
–  the inclusion of unused machine instructions to slow analysis 
–  RSA encryption of stolen data 
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Malware: Ecosystem and Attack Lifecycle 
Can be also a 

compromised web site 

Can be also JS/applet 
based exploit 

Obfuscated/encrypted to 
evade detection 

Obfuscated/encrypted to 
evade detection, dedicated 

M
ulti-vector / M

ulti-Flow
 EVILTOSS 

CHOPSTICK 
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Malware 

§ SOURFACE 
–  This downloader is typically called Sofacy within the cyber 

security community.  
–  However because we have observed the name “Sofacy” used to 

refer to APT28 malware generally (to include the SOURFACE 
dropper, EVILTOSS, CHOPSTICK, and the credential harvester 
OLDBAIT), we are using the name SOURFACE to precisely refer 
to a specific downloader.  

–  This downloader obtains a second-stage backdoor from a C2 
server 
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Malware, cont. 

§  CORESHELL  
–  It is an updated version of SOURFACE 
–  Switched C2 Servers from hardcoded IPs into domains 
–  The compiled DLL name changed to coreshell.dll  
–  Minor changes to the network communications 

§  EVILTOSS 
–  this backdoor has been delivered through the SOURFACE downloader to gain 

system access for reconnaissance, key logging, monitoring, credential theft, and 
shellcode execution 

–  The backdoor encrypts data that it uploads with an RSA public key 
–  Many of its variants we have seen are named netui.dll.  
–  EVILTOSS variants may use the Simple Mail Transfer Protocol (SMTP) to send 

stolen data in an attachment named “detaluri.dat” 
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Malware, cont. 

§  CHOPSTICK 
–  This is a modular implant compiled from a software framework that provides 

tailored functionality and flexibility (for example to use local network resources 
such as email server) 

–  CHOPSTICK variant contained modules and functions for collecting keystroke 
logs, Microsoft Office documents, and PGP files 

§  CHOPSTICK variants may move messages and information using: 
1.  Communications with a C2 server using HTTP 
2.  Email sent through a specified mail server. All information required for the 

email was hardcoded in the backdoor. 
3.  Local copying to defeat closed networks by routing messages between local 

directories, the registry and USB drives 
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Malware, cont. 

§ OLDBAIT 
–  It is a credential harvester  
–  Installs itself in %ALLUSERPROFILE%\\Application	  Data\	  

Microsoft\MediaPlayer\updatewindws.exe 
–  Credentials for the following applications are collected: Internet 

Explorer, Mozilla Firefox, Eudora, The Bat! (an email client), 
Becky! (an email client) 

–  Both email and HTTP can be used to send out the collected 
credentials 
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Malware: Updated Since 2007 

§ New network traffic formats, export functions, filenames 
§ Removed Russian language resources 
§ The hostname, volume serial number and OS version 

data are encoded in the new URL format. 

Example of modified SOURFACE vs. CORESHELL 
communications Example CORESHELL POST request  
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Conclusion 

§ FireEye started researching APT28 based on activity we 
observed on our clients’ networks, similar to other 
targeted threat groups we have identified over time 

§ APT28’s characteristics: their targeting, malware, 
language, and working hours, have led us to conclude 
that we are tracking a focused, long-standing espionage 
effort 

§ Given the available data, we assess that APT28’s work is 
sponsored by the Russian government 
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Additional Information 

§ FireEye Blog 
https://www.fireeye.com/blog/threat-research/2014/10/apt28-a-window-
into-russias-cyber-espionage-operations.html 
 

§  Indicators (IOC) to help organizations detect APT28 
activity 

https://github.com/fireeye/iocs 
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Questions?  


