SECURITY CASE STUDY 2014

How the largest botnets were been taken down

— the'case studies

Robert Kosla, Lt.Col. (Ret.) _—
Microsoft Central and Eastern Europe HQ m~ Microsoft

siEs 2014




Global Threats Understanding
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Deep understanding of today’'s threats

In-depth analysis of the threat 1 88

Ia ndsca pe Of eXpIOitS, computers worldwide Web-page scans per computers using the
efeg e providing data from Internet month from Bing Malicious Software
VU|nerab|||t|eS; and malwa re services Removal Tool monthly

Microsoft Security Intelligence Report, Vol. 17
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Security Intelligence Report

"Encounter rate: a new metric for
analyzing malware prevalence”

Worldwide threat assessment

Vulnerability trends
Exploit trends
O/S, browser, and applications
VEWEIE
Potentially unwanted software L =

Email threats Microsoft Security
Malicious websites Intelligence Report

Volume 17 | January through June, 2014

Regional threat assessment
100+ countries/regions

www.microsoft.com/sir | | EEE 80]4




Security Intelligence Data Sources

Main
distribution methods

Product name Main customer segment Malicious software Spyware and potentially Available at
unwanted software no additional
charge
Consumers Scan and remove Real-time Scan and Real-time
protection remove protection

Windows Malicious Software o Prevalent Malware o
Removal Tool families
Windows Defender

[ J [ J [ J [ J
Windows 8 Defender ° ° ° ° ° °
Windows Safety Scanner ° ° ° °
Microsoft Security Essentials ° ° ° ° ° °
Exchange Online Protection ° ° °
System Center

[ J [ J [ J [ J [ J

Endpoint Protection

Outlook.com—more than 400 million users.

Internet Explorer—the world’s most popular browser with SmartScreen, Microsoft Phishing filter.

Exchange Online Protection—scans billions of email messages a year.

Windows Malicious Software Removal Tool—executes on more than 600 million unique computers worldwide each month
Microsoft Security Essentials—available in over 30 languages.

Bing—nbillions of webpages scanned each month.

WU/AU
Download Center

Download Center
Windows Vista/
Windows 7

Windows 8

Cloud
Cloud
Cloud

Volume licensing
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Encounter rate (ER)

A measure of malware prevalence

Percent of computers encountering malware

Microsoft antimalware products detect
malware or malicious activity

Includes blocks and infections
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Encounter rate (ER)
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Computer Cleaned per 1.000 scanned (CCM)

=2
=9
N -
>

siEs 2014



Ransomware sample screenshots

POLSKA POLICJA %

BUNDESPOLIZE| SBEHS § % -

NATIONAL CYBER CRIMES UNI

ACHTUNG!!! MyEBERRE <.

UwAGAY r B
. § wuroe frolgender ;
pol‘k o 5 [
Opetaton sywem
£9 wurdes User name
Ujanamidy
Homeland Security
Poblerz : g S THIS COMPUTER HAS BEEN BLOCKED
National Cvber Security Division
udziatem
Korzysta THE WORK OF YOUR COMPUTER HAS BEEN SUSPENDED ON THE GROUNDS OF THE VIOLATION OF THE LAW OF THE UNITED STATES OF AMERICA.
Um die Sperre d
Dustr von 100 Euro zu @ Artidle 184, Pornography invelving children © Article 171, Copyright c\Amdo 113. The use of unbcensed software
i 2u leisten, Imprecament for the term of up to 10-15 years Imprisorrment for the term of up 10 2-5 years  IMprisonmwnt for the term of up 10 2 years
(art. 2274 1) Die Zahi © (The use or distribution of pomographic materal) (The use or shanng of copyrighted files) (The use of unicensed software)
okres od ) Dee ung ped

Dazu geben Sie bi
auf OK (haben Sie
anschiessend auf O

The first viclation may not entail the crieminal Mablity if the payment of the fne would be excecuted in connection with the law
of loyaity to the people, on | March 2013, If repeated violations occur, the prosecution is inevitable.
To unlock the computer you are obliged to pay a fine of $300,
You must pay the fine through MoneyPak
nzahlung@ntar-h 2 e You have 48 hours to pay the fine. If the fine has not been paid, you will become the subject of aiminal prosecution without the
3 right to pay the fine. The Department for the Fight Against Cyberactivity will confiscate your computer and take You to Court

@ MoneyPak Code: | 5

| 1 SRR 6 8.9

2) Dve Zahlung
Dazu geben Sie bi

eyPak

vodation you will become the subject of crmenal prosecution without the of the operating system. AR the fles, wdeos, photos, documents on your

After payirg the fine your compaiter wil be unblocked (In the case of second An attempt 10 undock the compuser by yoursedf will lead 16 the Sl formatting
night 1o pay the fine) computer will be deleted

How to pay the fine using MoneyPak?
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Encounter rates for ransomware families

> s P -

Percent of computers encountering
ransomware families, 2Q14

.-

1?2 Microsoft Security Intelligence Report
\ , http://www.microsoft.com/sir
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Malware distribution sites per 1,000 Internet

hnete

of

Malware distribution sites per
1,000 Internet hosts, 2Q14

>0to7
Insufficient data

Worldwide: 9.9

Microsoft Security Intelligence Report
http://www.microsoft.com/sir




Zero-day percentage within successful infections

44,8%
45% 1
% of Infections Attributed to each Propagation Method
40%
35% -
30% -
26,0%
25% -
20% -
15% 1
10% 1
5% -
0,3% 0,01
O% 1 T T 1
User AutoRun: AutoRun: File Infector Exploit: Exploit: Password Office Exploit: Zero-
Interaction uUSB Network Update Long Update Brute Force Macros day

Required Available Available

User interaction was attributed to nearly half (45%) of all infections (Zero-day 0.01%)
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From observation to action -

Fighting cybercrimes — Microsoft Digital Crimes Unit
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Disrupting the Criminal Infrastructure: "Botnets”

Botnets are networks of infected
computers that can be remotely
controlled by an individual or
organization

Used to conduct a variety of attacks
Spam
Denial of service
Click fraud
More malware distribution
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Disrupting Criminal Business

Cost of Business Value of Infection
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CCCCCC
UNIT

Digital Crimes Unit Mission sC52014



Digital Crimes Unit

Disrupt malware attacks
Target intellectual property crimes
Protect vulnerable populations
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Taking the fight directly to
cybercriminals

Making an impact

Mission:

N
ol

Big data | Investigat SN

Y
- oy
LA

v" Taking down botnets and disrupting
malware, in partnership with
governmental and commercial

lizations, to clean and protect

tens of millions of devices

Malware
disruption

Aggressively fight
cybercrime and
advocate
extensively for
enhancing
cybersecurity

- Improving products and services by
embedding collected data and
intelligence into our platform and

Coarvicec
ST VI )

~ Disrupting and dismantling
cybercriminal operations that promote

a range of illegal goods and services

~ PhotoDNA tool protecting children
from online exploitation built into Lt

tools and used by Enterprises

siEs 2014




Operation b49: Waledac takedown — February 2010

In February 2010, Microsoft got a court order to sever
277 domains believed to be part of the Waledac botnet

Operation b49 effectively severed ~70,000-90,000
computers from the botnet

In October 2010, the court permanently awarded the
277 domains to Microsoft so they are never used for
cybercrime again

Due to cleanup efforts with ISPs/CERTs worldwide and | | g'
natural decay of the inactive botnet, we estimate there T LA
are ~22,000 remaining infected IPs (as it was of March \ )
2011)
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Operation b107/: Rustock takedown — March 2011

L ongrend mwd rvvovern -
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Operation b107/: Rustock takedown

=
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Operation b107/: Rustock takedown

I o lo. SALE ench Mondey. ¢ n Intusted dnputed o ——
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Operann b107 Rustock takedown

L A |

- Photo provided courtesy of Pfizer Corporation
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Operation blO7 Rustock takedown
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0.5 k

Operation b107/: 1

rustock (1w)

. >

14 15 16 17 18 19 20

B rustock Avg 301.70/sec Max 2170.04/sec Min 0,02/sec

mpact on spam

rustock percentage of total flow (1w)

L ]

Percentage
3
o

"

v

14 13 16 17 18 15
W rustock Avg 17.14% Max 71.01% Min 0.00%

http://cbl.abuseat.org/rustock.ntml
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Operation b107: Cleanup

Virus and Security Solution Center

Ask Cauy Microsoft Astomated Customer Service Agent ’
pe estion here Ask <

Y ¥ ) “

Operation b4 and  Operation b49 is a Microsoft-led initiative to take down a known botnet - Waledac - through industry
Operation b107 collaboration and legal process. Operation b49 is just one action in a long term effort by Microsoft to
combat cyber threats and advance the secunty of the Internet for everyone.

Virus information

Operation b4S has been followed now by Operation b107, a similar legal and technical operation to
Security information take down the notorious Rustock botnet. These operations are part of a sustained effort by Microsoft
known as Project MARS (Microsoft Active Response for Security) to disrupt botnets and begin to undo

Hoaxes and scams the damage the botnets have caused by helping victims regain control of their infected computers.

h . . _ A ,
e This webpage is dedicated to helping provide people with information on how to remove Waledac,

Rustock or other malware from their computers, so the computers are no longer operating under the
IT Professionals  remote control of bot-herders.

http://support.microsoft.com/botnets SC52014




Rustock infection (by IP)

Worldwide reduction rate

Data released:

Observed Observed Reduction
Mar 20-26 | Sept11-17 | Mar — Sept Sept 22, 2011

1,601,619 421,827 73.66%

Top 10 Countries at start Top 10 Countries as of today

Country Reduction Reduction
Mar 20-26 Mar — Sept Sept 11-17 Mar — Sept
322,566 85.47% India 46,865 85.47%
93,703 82.76% [T 36,269 58.01%
89,122 68.43% 28,135 68.43%
86,375 58.01% 20,225 62.31%
53,656 6231% [N 16,150 82.76%
46,978 232% REaren 15,037 51.66%
45,828 83.84% 14,753 66.43%
Germany 43,946 66.43% [l 13,005 72.32%
Malaysia 42,541 8360% [ 11,521 49.98%
39,648 72.54% 11,493 64.78%

*Note: Exact numbers can fluctuate. These capture a particular snapshot in time observed in the stated 7-day period. E EEI EU 'IA




Operation b10/: Legal case continued

Russian advertisements for notice $250k USD reward offer
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Civil case closure and FBI referral

Send tips to:
MS_Referrals@ic.tbi.gov
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L aw enforcement action: Coreflood
W IGIE[s] svescree» secriows» | suoes» meviews» vioeo»  How

THREAT LEVEL |

PRIVACY, CRIME AND SECURITY ONLINE

PREVIOUS POST NEXT POST

With Court Order, FBI Hijacks ‘Coreflood’ Botnet, Sends
Kill Signal

ByKim Zeter &1 (3  Apal 13,2011 | 6:17 pm | Categories: Crime, Hacks and Cracks
¥ Follow @KimZetter - 2,479 folowers
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Operation b79: Kelihos takedown — September

2011

FILED

IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA
Alexandria Division

mSEP22 A %2

) COURT
MICROSOFT CORPORATION, a ) RLEXA A, VIRGEINIA
Washington corporation, y
Plainlitt, :
; ) Civil Action No. | Neviold
) (C/x»Dp
DOMINIQUE ALEXANDER PIATTLan | ThE/TDE
individual: DOTFREE GROUPS.RO..a ) FILED UNDER SEAL
Cazech limited linbility company, JOHN )
DOES 122, CONTROLLING A
COMPUTER BOINET THEREBY )
N NG M St 3 )
CUSTOMERS )
)
Defendants. )
)

COMPLAINT

Plainti [T MICROSOFT CORP. (“Microsot™) bereby complaims and alleges agalnst
Defendant DOMINIQUE ALEXANDER PIATTI and Detendant DOTFREE GROUP S RO
(the “Plarti Defendants™) and JOHN DOES 1.22 (“Doe Defendanis™) (referred to cotlectively
herein as "Defendants™), controlling the “Kelihos™ botnet using twenty one (21) Internet domain
names set forth st Appendix A to this Complaint (“Harmfwl Botact Domains'') and two (2)
[nternet Protocol set forth a1t Appendix B to this Complaint (“Harmful Boinet 1P Addresses™)
(hereinafier collectively referred to as the “Harmiul Botnet Domains and 1P Addresses’'). as
tollows;

NAL !

| his is an action based upon: (1) The Camputer Fraud and Abuse Act. 18 US.C.
§ 1030; (2) CANSSPAM Ace, 15 US.C. § 7704; (3) Edectronic Communications Privacy Act, 18
US.C.§ 2701, (4) False Designation of Ovigin under The Lankam Act, 15 U.S.C. § 11253 (3)
I'rademark Dilution under The Lanham Agt, 15 U.S.C. § 1125(ck. (6) Common Law Trespass to

Chaetels: (7) Unjust Enrichment; (8) Conversion: and (9) Negligence. Microsoft seeks injunclive
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Operation b/9: Kelihos takedown

Dubln
Badle Atha Chath

re

Hungary

Austna Chisindu

Romania
Croatia

Italy
Herz

Ukraine
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eration b79: Kelihos takedown

Microsoft Malware Protection Center
Threat Research & Response Blog

* TechNet Blogs » Microsoft Malware Protection Center > Kelihos and Waledac- Separated at Birth?

Kelihos and Waledac- Separated at Birth?

RATE THIS
msft-mmpc 10 Jan 2011 5:45 PM OO
M~ - NN N

In another instance of malware utilizing holiday-themed spam emails, our researchers had the opportunity to
review in detail the threat we call BackdoorWin32/Kelihos.A. An interesting aspect to this threat is its use of
fast-flux in much the same way as the Win32/Waledac family. This similarity is not a coincidence. Analysis of
Kelihos shows large portions of the code of Kelihos are shared with Waledac suggesting it is either from the
same parties or that the code was obtained, updated and reused.

Still, based on our analysis, we have classified this as a new family and not a variant of Waledac, It is
important to note that this new family is not communicating with nor is it reactivating the original Waledac
which had its command and control infrastructure neutralized last year. We are actively monitoring this
emerging malware in cooperation with industry and academic partners who were previously involved in
Operation b4S.

Microsoft Malware Protection Center

(o)

B Microsoft

"V AY4E a1 BT

KAJPER{KCY £ @3

AN b N
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Operation b/9: Kelihos takedown

=- Microsoft Account v Signin
Malware Protection Center | 2
Home Security software Malware encyclopedia Our research Help Developers

Follow:

TRANSLATE

with ©INg™

Get protected Get support

Download Microsoft Explore Microsoft support
security software options

| want to...
@ Get help

Remove difficult malware
Avoid tech support phone scams
See and search the latest threats

Find answers to other problems

~ Coordinated malware
~ eradication

@ Fix my software

@ Download and update

Join the effort against cybercrime @
: , (®) Submit afile
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Operation /1: Disruption of Zeus — March 2012

Lo ©wwd SNACHA  KVRUS

UNIT
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Operation /1: Disruption of Zeus

username

When a victim attempts to access a banking,
financial or ecommerce site, the integrity of
the communication between the infected
computer and the site is compromised. Once

A botherder’s primary goal is to stea
someone’s money or identity. This is why
cybercriminals often target banks, financia
institutions, and e-commerce sites

a victim types in their username and pass
word, the botnet operator can use this
information to access the victim’'s money and
identity

s552014



Operation /1: Disruption of Zeus
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Operation b/0: Nitol Disruption — September 2012

The Official Microsoft® Blog

NEWS & PERSPECTIVE FROM MICROSOFT

Microsoft Disrupts the Emerging Nitol Botnet Being Spread
through an Unsecure Supply Chain

13 Sep 2012 12:15 AM

Earlier this week, the U.S. District Court for the Eastern District of Virginia granted Microsoft's Digital
Crimes Unit permission to disrupt more than 500 different strains of malware with the potential for
targeting millions of innocent people. Codenamed “Operation b70," this legal action and technical
disruption proceeded from a Microsoft study which found that cybercriminals infiltrate unsecure supply
chains to introduce counterfeit software embedded with malware for the purpose of secretly infecting
people’s computers. In disrupting these malware strains, we helped significantly limit the spread of the
developing Nitol botnet, our second botnet disruption in the last six months.

EMBED EMAIL SHARE INFORMATION
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Operation b70: Nito
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[ne Offi

NEWS & PErsiecTves

Escorpt View Fu ool View
Microsoft and Symantec Take Down Bamital Botnet
That Hijacks Online Searches

The fotionamyg 0 @ paal fraes Richard Dessigurs Boscowih, Alsoaete Senerty Coansel, Mrrasol Dty s
v

As reported by Sscters sarber todey, the Mcronoft Dighs' Crimen Ung, in collaboration with Symantec, bas
Loty Gown th dangerous Samiy DO which MUched Seopie’s Sadrch riselts and 100K Tham 10 polenlly
.hﬂph'n.'. websites that cosld Inssyll malware onto ther compuner, ey Melr parsonal mormation, or
fraudulently charge buninewes for ondine achvertaement dicks. Moronoft sad Spmuntiec’s reasarch thown that is
e 2t T yars, MOre than gt melion Compatens hase Does attathed by Barital and that the Dotret’s
search hijadking g chck fraud schemes affecied many majer seanch engines and browsers, ncluding Mose
o¥ered Sy Moroacit, Yahoo sad Google. Becawne ®ah threst expiorted the warch and onlise sdwertiung
PRALTOrm 1O harm MAOCENT poOphe, MICrOROR and Symanted Chose 10 Take Ction agarst the Bameal botret 1o
help protect peaple and advance cloud security for everyone

Exclusive: Software makers disrupt cyber

ring, halt searches

Oheimnmend B 12 people recommend S

Ll O

BOSTON | ond Fal 8 2975 1 200w ¢

(Reuters) - Software makers Microsoft Corp and
Symantec Corp said they disrupted a global cyber
crime operation by shutting down servers that
controlled hundreds of thousands of PCs without the
knowledge of their users.

The move made Il lemporanty smposshe o mecied PO aound the wons
10 $e31ch the wets, though Te Compankes oered Yee ook 10 Chan
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n Share thin
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Aeaxc Sewn
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Operation b58: Bamital takedown — February 2013
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Operation b58: Bamital takedown
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DCU Botnet Takedowns and Malware Disruptions

OPERATION

Conficker

February
2010

Microsoft-lead
model of
industry-wide
efforts

Botnet Worm

February
2010

Proving the
model of
industry-led
efforts

Severed
70,000-90,000
infected
devices from
the botnet

Spam

OPERATION

Rustock

March
2011

Supported by
stakeholders
across industry
sectors

Involved US
and Dutch law
enforcement,
and CN-CERT

Spam

OPERATION

Kelihos

September
2011

Partnership
between
Microsoft and
security software
vendors

First operation
with named
defendant

Spam, Bitcoin
Mining,
Distributed
Denial of Service
Attacks

OPERATION

b/1

Zeus

March
2012

Cross-sector
partnership with
financial
services

Focused on
disruption
because of
technical
complexity

Identity Theft /
Financial Fraud

September
2012

Nitol was

introduced in the

supply chain
relied on by
Chinese
consumers

Settled with
operator of
malicious
domain

Malware
Spreading
Botnet,
Distributed
Denial of Service
Attacks

OPERATION

P58

Bamital

February 2013

Bamital hijacked
people’s search
results, took
victims to
dangerous sites

Takedown in
collaboration
with Symantec,
proactive
notification and
cleanup process

Advertising
Click Fraud

June
2013

Citadel
committed
online financial
fraud
responsible

for more than
$500Min losses

Coordinated
disruption with
public-private
sector
partnerships to
combat
cybercrime

Identity Theft /
Financial Fraud

OPERATION

p68

ZeroAccess

December
2013

ZeroAccess
hijacked search
results, taking
victims

to dangerous
sites

It cost online
advertisers
upwards of $2.7
million each
month

Advertising
Click Fraud

b15

v

Game over

June
2014

GameoverZeus
(GOZ) was a
banking Trojan

Worked in
partnership with
LE providing
Technical
Remediation

Identity Theft /
Financial Fraud

b10

0

Iadabindi

June
2014

Malware using
Dynamic DNS
for command.
It involved
password and
identity theft,
webcam and
other privacy
invasions.

Over 200
different types
of malware
impacted.

Identity Theft /
Financial
Fraud / Privacy
Invasion

OPERATION

093

Caphaw

July
2014

Caphaw was
focused on
online financial
fraud
responsible

for more than
$250M in losses

Coordinated
disruption with
public-private
sector
partnerships

Identity
Theft /
Financial
Fraud
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Disrupting Cybercrime - Project MARS
K —

“Microsoft has long led the tech industry fight against the scourge of botnets.” “This proves once again that only a company the size of Microsoft can muster the
resources and pull to get this kind of sting done.”

Tom Jowitt/TechWeekEurope
Andy Patrizio/Network World

ETHORKHORL

“Microsoft trumpeted its disruption of the ZeroAccess peer-to-peer botnet late last | ™It is not a simple task to take down a decentralized botnet. However, Microsoft's
week, but some experts are holding off on scheduling a celebratory ticker-tape DCU seems to be motivated and their drive to team up with the right law
parade.” enforcement agencies sounds really promising.”
Michael Mimoso/ ThreatPost Tommy Chin, CORE Security via Jennifer LeClaire/C/O Today

threat((os)
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Notable Coverage and Quotes on Botnets

THE WALL STREET JOURNAL. TOOAY

Spam Network Shut Down Microsoft gets legal might to target
spamming botnets
Ehe New York Times

) ) ) REUTERS
Microsoft Raids Tackle Internet Crime

Exclusive: Microsoft and Symantec disrupt
cyber crime ring

MICROSOFT FINDS MALWARE ON NEW
wess COMPUTERS IN CHINA

“Taking the disruption into the courthouse was

a brilkant idea and is helping the rest of the
Industry to reconsider what actions are
possible, and that action is needed and can
succeed.”
- Richard Perlotto, Shadowserver
Foundation, about Microsoft and FS-
ISAC’s disruption of the Zeus botnets

“"Anything which makes life more difficult for the cybercriminals, and disrupts their activities, has to
be applauded.”
- Graham Cluley, Sophos, about Microsoft’s action against the Nitol botnet

“It may be odd seeing a private company take the lead in a law enforcement action, but overall I'm
glad it’s happening. Shutting down these criminal operations, freeing up the infected computers and
prosecuting the cyberscum involved can't happen quickly enough.”
- Dwight Silverman, San Francisco Chronicle, about Microsoft and FS-ISAC's disruption of the
Zeus botnets

"Microsoft has done the online world a great service by establishing a repeatable process and a legal
framework for taking down botnets and bringing malware distributors to justice.”
- Stephen Cobb, ESET Security Evangelist, about Microsoft and FS-ISAC's disruption of the
Zeus botnets
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s Windows Azure for
Windows Server SinkHole

Running Hadoop ~ distribution

...

, Interested?
..... - : . Microsoft SQL Contact local
: Server —Big Data ~ Microsoft Team
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Cyber Threat Intelligence Big Data

Da SourcelP SRCIP_ OCT1 SRCIP_OCT2 SRCIP_OCT3 SRCIP_OCT4 ASN CountryCode ThreatName Latitude Longitude
2013 Feb 23 39008591 2 83 57 79AS3243 PT b70-Generic 39.7477 -8.805 2
2013 Feb 23 1.05E+09 62 169 122 64AS24698 PT Rustock 38.7597 -9.2397 8
2013 Feb 23 1.37E+09 81 193 128 224AS3243 PT Conficker 38.7167 -9.1333 18
2013 Feb 23 1.39E+09 82 154 189 52AS3243 PT Conficker 37.1366 -8.5398 4
2013 Feb 23 1.44E+09 85 138 33 195AS12542 PT Conficker 38.7167 -9.1333 6
2013 Feb 23 1.44E+09 85 243 18 200AS3243 PT Conficker 37.7333 -25.6667 5
2013 Feb 23 1.44E+09 85 247 188 118AS3243 PT Conficker 38.5333 -8.9 32
2013 Feb 23 1.44E+09 85 247 251 91AS3243 PT Conficker 38.645 -9.1484 25
2013 Feb 23 1.5E+09 89 155 17 154AS12542 PT Conficker 41.4444 -8.2962 53
2013 Feb 23 1.57E+09 93 102 35 83AS24698 PT b70-Generic 41.1445 -8.5322 4
2013 Feb 23 1.57E+09 93 102 35 83AS24698 PT Conficker 41.1445 -8.5322 4
2013 Feb 23 1.57E+09 93 108 50 30AS12353 PT Conficker 41.1336 -8.6174 4
2013 Feb 23 1.57E+09 93 108 226 251AS12353 PT Conficker 38.7167 -9.1333 6
2013 Feb 23 1.59E+09 94 132 230 175AS12542 PT Conficker 41.195 -8.5103 1
2013 Feb 23 3.16E+09 188 80 185 231AS3243 PT Conficker 41.4542 -8.168 25
2013 Feb 23 3.17E+09 188 250 70 43AS3243 PT Conficker 39.7477 -8.805 10

Fast Facts:

The C-TIP collection tier processes ~700 million events per day (~¥5% capacity)
We add over 150 million events to the database each day

We are tracking ~ 3 million infected IP addresses daily

We are capable of distributing “real time” feeds to 1000’s of entities

We can filter on any attribute we collect at line speed
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A DCU CTIP Dashboard . o ~ = : o o
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C-TIP Feed Distribution

COMPUTER
BR Windows Azure EMERGENCY
RESPNSE
TEAMS
(CERTS)

INTERNET
SERVICE
PROVIDERS
(ISPs)
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C-TIP Botnet Feeds sharing with

Microsoft partners with financial
services industry on fight against
cybercrime

Posted September 29, 2014 by Richard Domingues Boscovich - Assistant Genera n m E

Counsel, Microsoft Digital Crimes Unit

New collaboration with the Financial Services Information Sharing and Analysis
Center (FS-ISAC) to share cyber-threat intelligence, free of charge, to better
protect our mutual customers and partners

Through this pilot program, Microsoft will make its
Cyber Threat Intelligence Program feed available to participating FS-ISAC
members, which will receive near real-time information on known malware

infections affecting more than 67 million unique IP address =5 02014




Technologies used by Digital Crime Unit

] Office

> Lync
Microsoft SQL Server

BB Windows Server

Excel

ﬂ Vina
l] Office 365
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-

Single query mode

Extract,
transform, load
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Virtualization

_ o N
Relational Non-relational Analytical

SiE

Data quality
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E Partnering with Microsoft's Technology
Centers, we will have a Cybercrime Center
presence in more than 30 locations.
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Threat Ecosystem — Impact of DCU Operations
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Description - Encounters spread sheet is telemetry spreadsheet that contains detailed information about threats including encounters, remediation and new

samples
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Anti-Botnet Operation B106 Summary

42,867,639 239 199
Unique IPs Countries Threats

At LIt oA
5
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B106 Threats

Top 25 Threats

B106-MULTI
B106-Jenxcus
B106-Bladabindi
B106-CB
B106-Poison
B106-Fynloski
B106-Rebhip
B106-Dimegup
B106-VBInject
B106-Dynamer
B106-Sisron
B106-Xtrat
B106-Malagent
B106-Bifrose
B106-NetWiredRC
B106-DelfInject
B106-Injector
B106-Comrerop
B106-Fareit
B106-Otran
B106-Ceatrg
B106-Turkojan
B106-Comitsproc
B106-IRCbot
B106-Ritros
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B106 Threats

Threats by Continent
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Microsoft Digital Crimes Uni

Infection Map for Central and Eastern Europe

© 2014 Nokia
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Central and Eastern Europe Overview

Distinct IPs
by Threat and Date
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Poland Five Days Overview

The time frame
is October 15t
-19th 2014,

The graphic
shows the
distinct IPs in
Poland through
which the
infected
devices
connect to
Microsoft
servers
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Poland Five days Overview

Distinct IPs

The time frame
is October 15t
-19th 2014,

The graphic
shows the
distinct IPs in
Poland through
which the
infected
devices
connect to
Microsoft
Servers
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Warsaw Five Days Overview

The time frame
is October 15t
-19th 2014,

The graphic
shows the
distinct IPs in
Poland through
which the
infected
devices
connect to
Microsoft
servers
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Warsaw Five days Overview

Distinct IPs
by Threat and Date
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Most Common Malware Threats in Warsaw

February 2010

This family of worms can disable
several

important Windows services
and security products. They can
also download files and run
malicious code on your PC if you
have file sharing enabled

Botnet Worm

OPERATION

b54
Citadel

June 2013

Citadel committed online
financial fraud responsible

for more than $500M in losses
Coordinated disruption with
public-private sector
partnerships to combat
cybercrime

[dentity
Theft /

Financial
Fraud

December 2013

ZeroAccess or Sirefef hijacked
search results, taking victims
to dangerous sites

[t cost online advertisers
upwards of $2.7 million each
month

Advertising
Click Fraud

June 2014

Malware using Dynamic DNS
for command. It involved
password and identity theft,
webcam and other privacy
invasions

Over 200 different types of
malware impacted by the take

down ss

Identity Theft /
Financial Fraud /
Privacy Invasion
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Botnets in September - October 2014 scs2014



Help us to help you... stay up to date
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Software
security does
not follow the
Lada car
evolution
model...

LADA. Perfect From The Beginning



«
-

‘Already Retired
Windows XP=.
ing _

~ &

Eliminate risks of Windows XP
End of Support

Deployment tools and services
available to assist in migration

Blog post from Tim Rains around the
risks of XP after EOL:

http://blogs.technet.com/b/security/archive/2013/08/06/the-

risk-of-running-windows-xp-after-support-ends.aspx

siEs 2014




What Windows Server 2003 End of Support means

Lack of PCI

NoO INo 2 INoOw

that Visa and
updates compliance MasterCard s the time to act

will no longer

37 critical updates released do pusiness Discontinued support

in 2013 for Windows Server 2003/ with your for many applications
R2 organization

Migrate before July 2015
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CERT.GOV.PL info on Windows Server 2003 End of Support
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ragroderiu, ore rosdado ohresdone ko kasmpanks
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Summary - Security foundation
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Useful Cybersecurity Resources

Security Response
Center

www.microsoft.com
security/msrc

[dentity and Access

www.microsoft.com/ida

Security
Intelligence Report

www.microsoft.com

/security/sir

Trustworthy
Computing

www.microsoft.com

[twC

Security
Development
Lifecycle

www.microsoft.com

/sdl

End to End Trust

www.microsoft.com
/endtoendtrust

Security TechCenter

technet.microsoft.com

/security

Malware
Protection Center

wWww.microsoft.com

/security/portal

Microsoft Security
Update Guide

www.microsoft.com

/securityupdateguide

Security Blog

www.microsoft.com
/about/twc/en/us/blogs.aspx
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SECURITY CASE STUDY 2014

How the largest botnets were been taken down

— the'case studies

Thank you
robert.kosla@microsoft.com
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