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Malware distribution sites per 1,000 Internet 
hosts 



User	
  interac+on	
  was	
  a.ributed	
  to	
  nearly	
  half	
  (45%)	
  of	
  all	
  infec+ons	
  (Zero-­‐day	
  0.01%)	
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From observation to action - 
Fighting cybercrimes – Microsoft Digital Crimes Unit 



Disrupting the Criminal Infrastructure: ”Botnets”


• Botnets are networks of infected 
computers that can be remotely 
controlled by an individual or 
organization  




• Used to conduct a variety of attacks 

•  Spam 

•  Denial of service

•  Click fraud 

•  More malware distribution 
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  Business	
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  InfecAon	
  



Digital Crimes Unit Mission






Mission: 



Aggressively fight 
cybercrime and 
advocate 
extensively for 
enhancing  
cybersecurity


Taking the fight directly to 
cybercriminals 



Operation b49: Waledac takedown – February 2010 


•  In February 2010, Microsoft got a court order to sever 
277 domains believed to be part of the Waledac botnet 



•  Operation b49 effectively severed ~70,000-90,000 
computers from the botnet 



•  In October 2010, the court permanently awarded the 
277 domains to Microsoft so they are never used for 
cybercrime again  



•  Due to cleanup efforts with ISPs/CERTs worldwide and 
natural decay of the inactive botnet, we estimate there 
are ~22,000 remaining infected IPs (as it was of March 
2011) 










Operation b107: Rustock takedown 
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  Photo	
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Operation b107: Rustock takedown 




http://cbl.abuseat.org/rustock.html 


Operation b107: Impact on spam




http://support.microsoft.com/botnets 


Operation b107: Cleanup 




Rustock infection (by IP) 

Data released: 
Sept 22, 2011 


Top 10 Countries at start
 Top 10 Countries as of today 


Observed 
Mar 20-26 

Observed 
Sept 11-17 

Reduction  
Mar – Sept 

1,601,619 421,827 73.66% 

Worldwide reduction rate


*Note: Exact numbers can fluctuate. These capture a particular snapshot in time observed in the stated 7-day period. 


Country Observed 
Sept 11-17 

Reduction  
Mar – Sept 

India 46,865 85.47% 
USA 36,269 58.01% 
Turkey 28,135 68.43% 
Italy 20,225 62.31% 
Russia 16,150 82.76% 
France 15,037 51.66% 
Germany 14,753 66.43% 
Brazil 13,005 72.32% 
UK 11,521 49.98% 
Poland 11,493 64.78% 

Country Observed 
Mar 20-26 

Reduction  
Mar – Sept 

India 322,566 85.47% 
Russia 93,703 82.76% 
Turkey 89,122 68.43% 
USA 86,375 58.01% 
Italy 53,656 62.31% 
Brazil 46,978 72.32% 
Ukraine 45,828 83.84% 
Germany 43,946 66.43% 
Malaysia 42,541 83.60% 
Mexico 39,648 72.54% 



Operation b107: Legal case continued 


http://www.noticeofpleadings.com


Russian advertisements for notice
 $250k USD reward offer 




Civil case closure and FBI referral 


Send tips to: 

MS_Referrals@ic.fbi.gov 




Law enforcement action: Coreflood 




Operation b79: Kelihos takedown – September 
2011 




Operation b79: Kelihos takedown 




Operation b79: Kelihos takedown 




Operation b79: Kelihos takedown 




Operation 71: Disruption of Zeus – March 2012 




Operation 71: Disruption of Zeus 




Operation 71: Disruption of Zeus 




Operation b70: Nitol Disruption – September 2012  




Operation b70: Nitol 
Disruption 








OPERATION 


b49 

Waledac 


February 
2010 



Proving the 
model of 
industry-led 
efforts 



Severed 
70,000-90,000 
infected 
devices from 
the botnet



Spam

 
 

OPERATION 


b107 

Rustock


March 

2011 



Supported by 
stakeholders 
across industry 
sectors 



Involved US  
 and Dutch law 
enforcement,  
and CN-CERT 





Spam 


OPERATION 


b79 

Kelihos 


September 
2011 



Partnership 
between 
Microsoft and 
security software 
vendors 



First operation 
with named 
defendant 





Spam,  Bitcoin 
Mining, 
Distributed 
Denial of Service 
Attacks


 
 

OPERATION 


b71 

Zeus


March 

2012 



Cross-sector 
partnership with 
financial 
services 



Focused on 
disruption 
because of 
technical 
complexity 





Identity Theft / 
Financial Fraud


 
 

OPERATION 


b70 

Nitol 


OPERATION 


b58 

Bamital 


OPERATION 


b54 

Citadel 


September 
2012 



Nitol was 
introduced in the 
supply chain 
relied on by 
Chinese 
consumers 



Settled with 
operator of 
malicious 
domain 



Malware 
Spreading 
Botnet, 
Distributed 
Denial of Service 
Attacks


February 2013



Bamital hijacked 
people’s search 
results, took 
victims to 
dangerous sites 



Takedown in 
collaboration  
with Symantec, 
proactive 
notification and 
cleanup process 



Advertising 
Click Fraud 


June 

2013 



Citadel 
committed 
online financial 
fraud 
responsible  
for more than 
$500Min losses 



Coordinated 
disruption with 
public-private 
sector 
partnerships to 
combat 
cybercrime



Identity Theft / 
Financial Fraud


OPERATION 


b68 

ZeroAccess 


December 
2013 



ZeroAccess 
hijacked search 
results, taking 
victims  
to dangerous 
sites 



It cost online 
advertisers 
upwards of $2.7 
million each 
month 



Advertising 
Click Fraud 


OPERATION 


b15
7 


Game over 

Zeus


June 

2014 



Malware using 
Dynamic DNS 
for command.  
It involved 
password and 
identity theft, 
webcam and 
other privacy 
invasions.  



Over 200 
different types 
of malware 
impacted. 



Identity Theft / 
Financial 
Fraud / Privacy 
Invasion 


OPERATION 


b10
6 


Bladabindi 
& Jenxcus


June 

2014 



GameoverZeus 
(GOZ) was a 
banking Trojan 



Worked in 
partnership with 
LE providing 
Technical 
Remediation 





Identity Theft / 
Financial Fraud


OPERATION 


b93 

Caphaw


July 

2014 



Caphaw was 
focused on 
online financial 
fraud 
responsible  
for more than 
$250M in losses 



Coordinated 
disruption with 
public-private 
sector 
partnerships 


Identity 
Theft / 
Financial 
Fraud


OPERATION 




Conficker 


February 
2010 



Microsoft-lead 
model of 
industry-wide 
efforts 
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Microsoft Cybercrime Center
 Redmond




Fast	
  Facts:	
  
	
  
•  The	
  C-­‐TIP	
  collecAon	
  Aer	
  processes	
  ~700	
  million	
  events	
  per	
  day	
  (~5%	
  capacity)	
  
•  We	
  add	
  over	
  150	
  million	
  events	
  to	
  the	
  database	
  each	
  day	
  
•  We	
  are	
  tracking	
  ~	
  3	
  million	
  infected	
  IP	
  addresses	
  daily	
  	
  
•  We	
  are	
  capable	
  of	
  distribuAng	
  “real	
  Ame”	
  feeds	
  to	
  1000’s	
  of	
  enAAes	
  
•  We	
  can	
  filter	
  on	
  any	
  agribute	
  we	
  collect	
  at	
  line	
  speed	
  

Year	
   Month	
   Day	
   SourceIP	
   SRCIP_OCT1	
   SRCIP_OCT2	
   SRCIP_OCT3	
   SRCIP_OCT4	
   ASN	
   CountryCode	
   ThreatName	
   La+tude	
   Longitude	
   Hits	
  

2013	
   Feb	
   23	
   39008591	
   2	
   83	
   57	
   79	
  AS3243	
   PT	
   b70-­‐Generic	
   39.7477	
   -­‐8.805	
   2	
  
2013	
   Feb	
   23	
   1.05E+09	
   62	
   169	
   122	
   64	
  AS24698	
   PT	
   Rustock	
   38.7597	
   -­‐9.2397	
   8	
  
2013	
   Feb	
   23	
   1.37E+09	
   81	
   193	
   128	
   224	
  AS3243	
   PT	
   Conficker	
   38.7167	
   -­‐9.1333	
   18	
  
2013	
   Feb	
   23	
   1.39E+09	
   82	
   154	
   189	
   52	
  AS3243	
   PT	
   Conficker	
   37.1366	
   -­‐8.5398	
   4	
  
2013	
   Feb	
   23	
   1.44E+09	
   85	
   138	
   33	
   195	
  AS12542	
   PT	
   Conficker	
   38.7167	
   -­‐9.1333	
   6	
  
2013	
   Feb	
   23	
   1.44E+09	
   85	
   243	
   18	
   200	
  AS3243	
   PT	
   Conficker	
   37.7333	
   -­‐25.6667	
   5	
  
2013	
   Feb	
   23	
   1.44E+09	
   85	
   247	
   188	
   118	
  AS3243	
   PT	
   Conficker	
   38.5333	
   -­‐8.9	
   32	
  
2013	
   Feb	
   23	
   1.44E+09	
   85	
   247	
   251	
   91	
  AS3243	
   PT	
   Conficker	
   38.645	
   -­‐9.1484	
   25	
  
2013	
   Feb	
   23	
   1.5E+09	
   89	
   155	
   17	
   154	
  AS12542	
   PT	
   Conficker	
   41.4444	
   -­‐8.2962	
   53	
  

2013	
   Feb	
   23	
   1.57E+09	
   93	
   102	
   35	
   83	
  AS24698	
   PT	
   b70-­‐Generic	
   41.1445	
   -­‐8.5322	
   4	
  
2013	
   Feb	
   23	
   1.57E+09	
   93	
   102	
   35	
   83	
  AS24698	
   PT	
   Conficker	
   41.1445	
   -­‐8.5322	
   4	
  
2013	
   Feb	
   23	
   1.57E+09	
   93	
   108	
   50	
   30	
  AS12353	
   PT	
   Conficker	
   41.1336	
   -­‐8.6174	
   4	
  
2013	
   Feb	
   23	
   1.57E+09	
   93	
   108	
   226	
   251	
  AS12353	
   PT	
   Conficker	
   38.7167	
   -­‐9.1333	
   6	
  
2013	
   Feb	
   23	
   1.59E+09	
   94	
   132	
   230	
   175	
  AS12542	
   PT	
   Conficker	
   41.195	
   -­‐8.5103	
   1	
  
2013	
   Feb	
   23	
   3.16E+09	
   188	
   80	
   185	
   231	
  AS3243	
   PT	
   Conficker	
   41.4542	
   -­‐8.168	
   25	
  
2013	
   Feb	
   23	
   3.17E+09	
   188	
   250	
   70	
   43	
  AS3243	
   PT	
   Conficker	
   39.7477	
   -­‐8.805	
   10	
  





  The C-TIP feed is parsed 
based on scope attributes 
usually based on country 
or network elements 



C-TIP Botnet Feeds sharing with  

New	
  collaboraAon	
  with	
  the	
  Financial	
  Services	
  InformaAon	
  Sharing	
  and	
  Analysis	
  
Center	
  (FS-­‐ISAC)	
  to	
  share	
  cyber-­‐threat	
  intelligence,	
  free	
  of	
  charge,	
  to	
  beger	
  
protect	
  our	
  mutual	
  customers	
  and	
  partners	
  
Through	
  this	
  pilot	
  program,	
  Microso'	
  will	
  make	
  its	
  
Cyber	
  Threat	
  Intelligence	
  Program	
  feed	
  available	
  to	
  parAcipaAng	
  FS-­‐ISAC	
  
members,	
  which	
  will	
  receive	
  near	
  real-­‐Ame	
  informaAon	
  on	
  known	
  malware	
  
infecAons	
  affecAng	
  more	
  than	
  67	
  million	
  unique	
  IP	
  address	
  
	
  



Technologies used by Digital Crime Unit 
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Threat Ecosystem – Impact of DCU Operations 


Description : Encounters spread sheet is telemetry spreadsheet that contains detailed information about threats including encounters, remediation and new 
samples 




Anti-Botnet Operation B106 Summary 
42,867,639	
  
Unique	
  IPs	
  

239	
  
Countries	
  

199	
  
Threats	
  



B106 Threats 
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B106 Threats 

Threats	
  by	
  Con+nent	
   Top	
  25	
  Infected	
  Countries	
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B106 Top 25 Infected Countries EMEA 
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Microso'	
  Digital	
  Crimes	
  Unit	
  
InfecAon	
  Map	
  for	
  Central	
  and	
  Eastern	
  Europe	
  



CEECEE Overview  

The time frame 
is October 15th 
-19th, 2014. 



The graphic 
shows the 
Distinct IPs 
connected to 
our Microsoft 
servers in CEE. 
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Poland Five Days Overview  
The time frame 
is October 15th  
-19th, 2014. 



The graphic 
shows the 
distinct IPs in 
Poland through 
which the 
infected 
devices 

connect to 
Microsoft 
servers 




The time frame 
is October 15th  
-19th, 2014. 



The graphic 
shows the 
distinct IPs in 
Poland through 
which the 
infected 
devices 

connect to 
Microsoft 
servers 


Poland Five days Overview  



Warsaw Five Days Overview  
The time frame 
is October 15th  
-19th, 2014. 



The graphic 
shows the 
distinct IPs in 
Poland through 
which the 
infected 
devices 

connect to 
Microsoft 
servers 




Warsaw Five days Overview  
The time frame 
is October 15th  
-19th, 2014. 



The graphic 
shows the 
distinct IPs in 
Warsaw 
through which 
the infected 
devices 

connect to 
Microsoft 
servers 




Most Common Malware Threats in Warsaw 

 
 

OPERATION 


b54 

Citadel 


June 2013 




Citadel committed online 
financial fraud responsible  
for more than $500M in losses 




Coordinated disruption with 
public-private sector 
partnerships to combat 
cybercrime



Identity 

 Theft /

 Financial

 Fraud


June 2014 




Malware using Dynamic DNS 
for command.  It involved 
password and identity theft, 
webcam and other privacy 
invasions  

Over 200 different types of 
malware impacted by the take 
down 



Identity Theft /  

Financial Fraud /

Privacy Invasion 


OPERATION 


b106 

Bladabindi & Jenxcus


OPERATION 




Conficker 


February 2010 




This	
  family	
  of	
  worms	
  can	
  disable	
  
several	
  
important	
  Windows	
  services	
  
and	
  security	
  products.	
  They	
  can	
  
also	
  download	
  files	
  and	
  run	
  
malicious	
  code	
  on	
  your	
  PC	
  if	
  you	
  
have	
  file	
  sharing	
  enabled 

	
  
	
  

Botnet Worm
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ZeroAccess/Sirefef


December 2013




ZeroAccess or Sirefef hijacked 
search results, taking victims  
to dangerous sites 



It cost online advertisers 
upwards of $2.7 million each 
month 





Advertising 

Click Fraud 






Botnets in September - October 2014




Help us to help you… stay up to date 



 Workstyle 2001…

… still valid in 2014? 




Software 
security does 
not follow the 
Lada car 
evolution 
model… 



Eliminate risks of Windows XP  
End of Support


Deployment tools and services 
available to assist in migration 


Already	
  ReAred	
  	
  
Windows	
  XP	
  	
  

Blog post from Tim Rains around the 
risks of XP after EOL:  
http://blogs.technet.com/b/security/archive/2013/08/06/the-
risk-of-running-windows-xp-after-support-ends.aspx




What Windows Server 2003 End of Support means 

Start planning your migration and transforming your datacenter today 
Discontinued support 
for many applications 


Now 

is the time to act


Increased 
operations costs 


Impact on 
Microsoft Small 
Business Server 
2003 


Impact on both 
physical and 
virtualized servers 


No  

safe haven 


No 
safe haven 


Windows 2003/R2 servers will not pass 
a compliance audit


No  

compliance


No  

compliance


37 critical updates released  
in 2013 for Windows Server 2003/
R2 


No 
updates 


No 
updates 


Migrate before July 2015 



CERT.GOV.PL info on Windows Server 2003 End of Support 



Summary 





Security Response 
Center 




Security 
Development 
Lifecycle 



Security TechCenter




Security  
Intelligence Report




Microsoft Security 
Update Guide 




End to End Trust 



Malware  
Protection Center 




Trustworthy 
Computing 




Security Blog 




www.microsoft.com 
/security/msrc 


www.microsoft.com 
/security/sir 


www.microsoft.com 
/sdl


technet.microsoft.com 
/security


www.microsoft.com 
/securityupdateguide


www.microsoft.com 
/twc


www.microsoft.com 
/endtoendtrust


www.microsoft.com 
/security/portal 


www.microsoft.com 
/about/twc/en/us/blogs.aspx


Identity and Access 




www.microsoft.com/ida 




How the largest botnets were been taken down  
– the case studies 

robert.kosla@microsoft.com  
Thank you  


